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Evolving Nature of Cyber Risk
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Vulnerabilities

Human errors

Many adversaries
Commercialisation of attack tools
Weaponisation of cyber



Distribution of Reported Incidents by Actor and Vector
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m Source: AIG claims statistics
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Distribution of Incurred Claims by Coverage Triggered
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m Source: AIG claims statistics
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m Event Management Only
.1 Network Interruption Only
M Security and Privacy Only
M Extortion only

M Multiple Coverages
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Key Cyber Trends To Look Out For...
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4 main categories of cover: Cyber Insurance vs. Cyber As A Peril

15t Party 3" Party
(what you pay) (what you’re forced to pay)
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(what you lost or have stolen) (what you’re forced to pay)
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4 main categories of cover: Cyber Insurance vs. Cyber As A Peril
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Other Cyber Trends To Look Out For...
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Geopolitical Adversaries
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Regulatory Attacks unlikely
environment to stop
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Cyber risk CANNOT be eliminated...

...but it can be managed. Insurance aids in improving resiliency
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“What gets measured, gets managed”

....but you can only measure what you understand

Provide cyber context
within a business

perspective

UNDERSTAND

Actlonable steps to
secure, Insure and
recover

GQuantity the
financlal Impact
of cyber exposuras

Source: Marsh, 2019, Understanding, Measuring, and Managing Fast —Evolving Cyber Risks (Webcast)

m ©AIG — all rights reserved




By failing to prepare,
you are preparing to
fail. Never leave that
till tomorrow which
you can do today.

— Benjamin Franklin —

©AIG — all rights reserved




Thank you

Sheyna Janz
Head of Financial Lines, AlG Malaysia
Sheynamarie.Janz@aig.com

This document is provided as a general overview of the subject matter and should not be taken as providing any specific advice, legal or
otherwise. All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. Products or
services may not be available in all countries, and coverage is subject to actual policy language. For additional information, please visit our
website at www.aig.com.
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