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Organisations face increasing complexity and uncertainty with rising 
risks creating new pressure and demands

Trade

Technology

Weather

Workforce

Megatrends



The Top Ten Global Risks
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1
Cyber Attack or
Data Breach

2
Business 
Interruption

3
Economic 
Slowdown or
Slow Recovery

4
Regulatory or
Legislative 
Changes

5
Increasing 
Competition

6
Commodity Price 
Risk or Scarcity of 
Materials

7
Supply Chain or 
Distribution Failure

8
Damage to 
Reputation or
Brand

9
Geopolitical 
Volatility

10
Cash Flow or 
Liquidity Risk

Insurable Partially Insurable Uninsurable

And their insurability status

Climate change and natural disasters highest-ever current 

risk rankings, at ranks 16 and 13 respectively.

Workforce risks are underestimated – they do not make into 

the global top 10



Why this matters now?
In the last 24 months Malaysia has experienced….
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The Risk Multiplier: When Megatrends Collide



Trade

10Legal Copy Helvetica Regular 8/9.6 White



11

Trade: A Rapidly Shifting Landscape

Key Challenges

• Operational disruption: Political 

instability threatens supply 

chains, vendor relationships and 

market access.

• Regulatory uncertainty: Rapid 

shifts in policy and regulation 

create compliance complexity 

across regions.

• Financial exposure: Geopolitical 

events can impact asset values, 

insurance coverage and overall 

business continuity.

Opportunities

• Turn disruption into growth: 

Monitor global events to identify 

new markets, form strategic 

partnerships and diversify 

operations.

• Build supply chain resilience: Use 

scenario planning and flexibility 

to prepare for regulatory shifts 

and supplier interruptions.

• Strengthen financial resilience: 

Use risk capital solutions to offset 

balance sheet exposure and 

protect future revenue.

From supply chains and regulatory environments to reputational risk 

and beyond, geopolitical volatility significantly impacts trade.
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Trade: Putting on a Malaysian Lens



Technology

13Legal Copy Helvetica Regular 8/9.6 White



14

Every Company Is Becoming A Technology Company
Most Valuable companies – 2002 vs 2025



Examples of AI loss events
Notable AI incidents*

*Aon’s proprietary Cyber Data & Analytics Platform (CyDAP) contains +600 relevant cyber, IP, reputation, and AI/ML risk scenarios  
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2026 Cyber Threat Landscape 
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Actionable Strategies for Organisations
To strengthen resilience and enable confident AI adoption:
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Weather
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Global risks ranked by severity
Extreme weather events ranked very high in both short- and long-term



Climate Risk Amplifies Other Exposures
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Key Challenges

• Escalating losses: Weather-related 

insured damages globally reached 

$100 billion in H1 2025—the highest 

since 2011—straining balance sheets 

and exposing operational 

vulnerabilities.

• Infrastructure and supply chain 

fragility: Climate volatility, from 

floods to wildfires, disrupts 

infrastructure, supply chains and 

operations.

• Energy demand pressures: The rapid 

growth of AI and data centres is 

driving up global energy demand, 

compounding climate-related stress 

despite renewable energy expansion.

Opportunities

• Move beyond compliance: Use 

climate modeling not just for 

reporting (e.g. CSRD), but to inform 

investment decisions and build 

long-term resilience.

• Treat climate as a risk amplifier: 

Model how climate interacts with 

other risks to prepare for cascading 

impacts across the value chain.

• Break down silos: Foster 

collaboration between 

sustainability, risk and finance 

teams to improve data sharing and 

elevate risk managers as strategic 
advisors.

Climate change is not a distant threat but a current financial reality. Natural 

disasters and severe weather events are driving up costs due to supply 

chain disruption, property damage and business interruption.



Workforce
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Workforce Risks - The Key Factors



Workforce Risks – What Can we do?



Call to Action for Risk 
and Insurance 
Managers 
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The Evolution of a Risk and Insurance Manager



A Practical Agenda – What To Do on Monday?



Thank You
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