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When was the first electric car 
invented?
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¶þ úĳĬʁō æĥŞæŤņ Ċþō ēō łēĊĐōɀ
Even if they are tech geniuses!
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Understanding Risk Through the Eyes of 
3,000 Global Decision -Makers

2,941
Respondents

16
Industries

63
Countries and territories

As organizations confront this new era of 

disruption, understanding how these megatrends 

translate into tangible business risks becomes 

essential.

Conducted every two years, the findings from 

!ĳĬʁņ Dĥĳóæĥ xēņĢ bæĬæĊþīþĬō |ŒłŝþŤ ĳĉĉþł æ 

data -driven lens into how leaders are responding, 

prioritizing, and adapting to this evolving 

landscape. 

The tenth edition, released in October 2025 , 

reflects the views of nearly 3,000 decision -

makers ɴ including risk managers, C -suite 

executives, treasurers and finance professionals ɴ 

across 16 industry groups. Respondents span 

small, medium and large organizations from 63 

countries and territories.

So, what do the results reveal?

https://www.aon.com/en/insights/reports/global-risk-management-survey/


The Top Ten Global Risks
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1
Cyber Attack or
Data Breach

2
Business 
Interruption

3
Economic 
Slowdown or
Slow Recovery

4
Regulatory or
Legislative 
Changes

5
Increasing 
Competition

6
Commodity Price 
Risk or Scarcity of 
Materials

7
Supply Chain or 
Distribution Failure

8
Damage to 
Reputation or
Brand

9
Geopolitical 
Volatility

10
Cash Flow or 
Liquidity Risk

Insurable Partially Insurable Uninsurable

And their insurability status

Climate change and natural disasters highest-ever current 

risk rankings, at ranks 16 and 13 respectively.

Workforce risks are underestimated ï they do not make into 

the global top 10



The Top Ten Future Global Risks
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Insurable Partially Insurable Uninsurable

A forward -looking perspective on the risks leaders expect to be most critical by 2028

1
Cyber Attack or
Data Breach

2
Economic 
Slowdown or
Slow Recovery

3
Increasing 
Competition

4
Commodity Price 
Risk or Scarcity of 
Materials

5
Geopolitical 
Volatility

6
Regulatory or 
Legislative 
Changes

7
Business 
Interruption

8
Artificial 
Intelligence

9
Climate Change

10
Cash Flow or 
Liquidity Risk



Malaysia Context 
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Allianz Risk Barometer 2026

Extreme weather now #1 risk
38% of Malaysian businesses rank natural catastrophes as their top 
concern for 2026, jumping from 5th place last year.

Flood losses driving urgency
Late -2025 floods hit 7 states, over 15,000 people  and caused 
~$10.3m in losses, mainly to agriculture.

AI & Business Interruption tied at #2
30% cite AI risks (liability, misinformation, governance gaps) 
alongside persistent supply chain and operational disruption concerns.

Cyber, regulation & climate risks converge
Each flagged by 27% of respondents. Online fraud losses reached 
~RM1.9bn by Sept 2025, with high -profile ransomware incidents 
adding pressure.

Key Risk Considerations 

ÅClimate -driven losses expose 
underinsurance and flood 
accumulation risks. 

ÅAI adoption introduces new 
liability and control challenges 
for corporates. 

ÅBusiness interruption is 
increasingly climate -led, not just 
supply -chain driven. 

ÅStrong risk engineering, 
modelling, and advisory input 
are now critical.
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Complete Risk Ranking and Insurability Status of Each Risk



Key Challenges and 
Opportunities
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AI Accelerates Cyber Risk ɴ and Opportunity

Key Challenges

ÅRising threat volume: Cyber incidents 

increased 22% in 2024, with threats 

expanding beyond IT into every part of 

the enterprise.

ÅAI-driven vulnerabilities: Rapid 

deployment of untested AI solutions is 

creating new risks, including data 

breaches and reputational damage.

ÅLagging risk awareness: Some 

organizations still view AI as a future 

issue, delaying the implementation of 

critical cyber risk management 

strategies.

Opportunities

ÅUse AI to drive innovation : Transform 

cyber risk into a growth enabler 

through automation, risk simulation and 

new business models.

ÅMake cyber resilience a strategic 

advantage : Build trust and insurability 

with strong controls, response plans 

and cultural awareness.

ÅQuantify risk for better decisions: Use 

analytics to guide capital allocation, 

optimize insurance and protect future 

revenue.

Technology is driving both innovation and disruption, expanding 

risk exposure to every part of an enterprise.
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AI Accelerates Cyber Risk ɴ and Opportunity
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Climate Risk Amplifies Other Exposures

Key Challenges

ÅEscalating losses: Weather -related 

insured damages reached $100 billion 

in H1 2025ɵthe highest since 2011 ɵ

straining balance sheets and exposing 

operational vulnerabilities.

Å Infrastructure and supply chain fragility:  

Climate volatility, from floods to 

wildfires, disrupts infrastructure, supply 

chains and operations.

ÅEnergy demand pressures: The rapid 

growth of AI and data centers is driving 

up global energy demand, 

compounding climate -related stress 

despite renewable energy expansion.

Opportunities

ÅMove beyond compliance: Use climate 

modeling not just for reporting (e.g. 

CSRD), but to inform investment 

decisions and build long -term 

resilience.

ÅTreat climate as a risk amplifier: Model 

how climate interacts with other risks to 

prepare for cascading impacts across 

the value chain.

ÅBreak down silos: Foster collaboration 

between sustainability, risk and finance 

teams to improve data sharing and 

elevate risk managers as strategic 

advisors.

Climate change is not a distant threat but a current financial reality. 

Natural disasters and severe weather events are driving up costs due to 

supply chain disruption, property damage and business interruption.



Global risks ranked by severity
Extreme weather events ranked very high in both short - and long -term



2025 Global Catastrophe Losses 
Notable 2025 Economic Loss Events 



A significant natural catastrophe protection gap persists
Global natural catastrophe losses, 2013 -2023

Economic loss Insured loss

Source: Aon (Catastrophe Insight)

Note: Values in USD billion

Average Annual Protection Gap:  69%



2025 Global Economic vs Insured  Losses by Region and Peril 

Insured  LossesEconomic Losses
Protection Gap:  90%
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Workforce Risks: A Critical Challenge and 
Powerful Lever for Growth 

Key Challenges

ÅBudget constraints: Rising healthcare 

costs and limited HR budgets are 

forcing difficult trade -offs in workforce 

investment.

ÅAI talent scarcity: The race for AI 

expertise is driving up costs and 

concentrating value creation in select 

geographies.

ÅReputational and strategic risk: Pay 

transparency and succession planning 

are emerging as critical risks, especially 

in Europe.

Opportunities

ÅOptimize workforce investment: Use 

analytics to align rewards with 

employee values, improving 

engagement and cost efficiency.

ÅFuture -proof talent strategy: Prioritize 

upskilling in digital and AI capabilities 

and elevate HR as a strategic enabler .

ÅEmbed culture into risk strategy: 

Measure and manage culture as a 

resilience driver, aligning people 

strategy with enterprise risk goals.

Rising healthcare costs and absenteeism are among the most common 

drivers of financial loss, but workforce -related risks are underrated in 

ōĐēņ Ťþæłʁņ ņŒłŝþŤȼ
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What does the future hold?



Predictive Decision -Making : By systematically identifying and assessing 
risks early, leaders can make informed, data -driven decisions rather 
than reacting to crises as they occur.

Calculated Risk -Taking: A framework allows companies to evaluate the 
potential upside of a decision against its downside, encouraging safe, 
calculated risks that drive innovation, such as entering new markets or 
launching new products.

Scenario Planning: Companies can use "what -if" scenarios to simulate 
potential disruptions, creating contingency plans that keep business 
moving forward despite unforeseen challenges. 

The Takeaway - shift from reactive to proactive risk strategy 
 



Q&A
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