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The Speed of Change

Easter morning 1913: 5" Ave, New York City.
Spot the horse.
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Source: George Grantham Bain Collection.
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When was the first electric car
invented?
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3 oy — It de electri age
electric cars were around B Dulit g cruage electric carriage

before the light bulb
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1 b U IMeta's Reality Labs Lose $19B - P°<
as VR Ambitions Falter

Operating loss of Meta's Reality Labs division

201 9 2020 2021 2022 2023 2024 2025

-$6.6B

-$10.2B

-$13.7B

-$16.1B

-$19.2B

-$17.7B
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Source: Meta Platforms
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Understanding Risk Through the Eyes of
3,000 Global Decision -Makers

As organizations confront this new era of

disruption, understanding how these megatrends 2 941
translate into tangible business risks becomes )
essential. Respondents

Conducted every two years, the findings from
lijTsn Dhijoeh xénG beael @Cpipl o6 | Gt §pT jjeept e

data -driven lens into how leaders are responding, 16
prioritizing, and adapting to this evolving industries
landscape.

The tenth edition, released in October 2025 |

reflects the views of nearly 3,000 decision - 6 3
makers N including risk managers, C -suite
executives, treasurers and finance professionals N Countries and territories

across 16 industry groups. Respondents span
small, medium and large organizations from 63
countries and territories.

So, what do the results reveal?
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https://www.aon.com/en/insights/reports/global-risk-management-survey/
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The Top Ten Global Risks

And their insurability status

1 2

Cyber Attack or Business
Data Breach Interruption

‘ Insurable Partially Insurable ‘ Uninsurable

3 4 o

Economic Regulatory or Increasing
Slowdown or Legislative Competition

Slow Recovery Changes

Climate change and natural disasters highest-ever current
risk rankings, at ranks 16 and 13 respectively.

Workforce risks are underestimated I they do not make into
the global top 10
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The Top Ten Future Global Risks

A forward -looking perspective on the risks leaders expect to be most critical by 2028

1 2 3

Cyber Attack or Economic Increasing
Data Breach Slowdown or Competition
Slow Recovery

& I

Regulatory or Business
Legislative Interruption
Changes

‘ Insurable Partially Insurable
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Malaysia Context
Alllanz Risk Barometer 2026

Extreme weather now #1 risk
38% of Malaysian businesses rank natural catastrophes as their top
concern for 2026, jJumping from 5th place last year.

Flood losses driving urgency
Late -2025 floods hit 7 states, over 15,000 people and caused
~$10.3m in losses, mainly to agriculture.

Al & Business Interruption tied at #2
30% cite Al risks (liability, misinformation, governance gaps)
alongside persistent supply chain and operational disruption concerns.

Cyber, regulation & climate risks converge

Each flagged by 27% of respondents. Online fraud losses reached
~RM1.9bn by Sept 2025, with high -profile ransomware incidents
adding pressure.

Key Risk Considerations

A Climate -driven losses expose
underinsurance and flood
accumulation risks.

A Al adoption introduces new
liability and control challenges
for corporates.

A Business interruption is
iIncreasingly climate -led, not just
supply -chain driven.

A Strong risk engineering,

modelling, and advisory input
are now critical.
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Complete Risk Ranking and Insurabllity Status of Each Risk

@ Insurable @ Partially Insurable

1

Cyber Attacks/
Data Breach

2

Business
Interruption

@ Uninsurable

3

Economic
Slowdown/

Slow Recovery

A

5

Increasing
Competition

6

Commodity Price
Risk/Scarcity of
Materials

7

Supply Chain or

Distribution Failure

8

Reputation/
Brand

9

iti
Volagity

10

Cash Flow/
Liquidity Risk

11

Failure to
Attract or Retain

Top Talent

12

Political Risk

13

Weather/
Matural
Disasters

14

15

Workforce
sShortage

16

Climate Change

17

Failure to
Innovate/Meet
Customer Needs

18

19

Rapid|
Chan g?ng
Market Trends

20

Vendor
ement/
Third Party Risk

21

Exchange Rate
Fluctuation

22

Environmental
Risk

23

Capital
Availability

24

25

Work Injuries

26

Recall

27

Interest Rate
RHuctuation

28

Counterparty
Credit Risk

29

Artificial
Intelligence (Al)

30

Cconcentration Ft|5|~:

Product, F"Eﬂ
eography, E

31

Uabilt;.r

32

Environmental Social
Governance (ESG)/
Corporate Social
Responsibility (CSR)

33

Data Priv

I:Inl.".-ll,lid ma%yw
M

Hequ reme

34

Asset Price
Volatility

35

Outdated Tech
Infrastructure

36

Aging Workforce
& Related Health
Issues

37

Disruptive
Technologies

38

Merga{.-*
Restructuring

39

Absenteeism

40

Inadequate
Succession
Planning

41

Pandemic Risk/
Health Crises

42

Failure to
Implement/
Communicate
Strategy

43

Personal Liability
(Directors &
Officers)

ava

Unethical

45

Rising Healthcare
Costs

46

Intellectual
Property Risks

47

lobalization/

Emerging Markets

48

49

Fraud or
Embezzlement

50

Qutsourcing

o1

Terrorism

52

Share Price
Volatility

53

Harassment/
Discrimination
(Employment
Related)

54

55

Sovereign Debt

56

Extortion

of

58

Gender Pay Gap

59

Impact of
Blockchain Tech

60

Impact of Brexit
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Al Accelerates Cyber Risk N and Opportunity

Technology is driving both innovation and disruption, expanding
risk exposure to every part of an enterprise.

Key Challenges

A Rising threat volume: Cyber incidents
Increased 22% in 2024, with threats
expanding beyond IT into every part of
the enterprise.

A Al-driven vulnerabilities: Rapid
deployment of untested Al solutions Is
creating new risks, including data
breaches and reputational damage.

A Lagging risk awareness: Some
organizations still view Al as a future
Issue, delaying the implementation of
critical cyber risk management
strategies.

Opportunities

A Use Al to drive innovation : Transform
cyber risk into a growth enabler
through automation, risk simulation and
new business models.

A Make cyber resilience a strategic
advantage : Build trust and insurability
with strong controls, response plans
and cultural awareness.

A Quantify risk for better decisions: Use
analytics to guide capital allocation,
optimize insurance and protect future
revenue.
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Al Accelerates Cyber Risk N and Opportunity
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Climate Risk Amplifies Other Exposures

Climate change is not a distant threat but a current financial reality.
Natural disasters and severe weather events are driving up costs due to
supply chain disruption, property damage and business interruption.

Key Challenges

A Escalating losses: Weather -related
insured damages reached $100 billion
In H1 2025 e the highest since 2011 e
straining balance sheets and exposing
operational vulnerabillities.

A Infrastructure and supply chain fragility:

Climate volatility, from floods to
wildfires, disrupts infrastructure, supply
chains and operations.

A Energy demand pressures:

compounding climate -related stress
despite renewable energy expansion.

Opportunities

A Move beyond compliance:

resilience.

A Treat climate as a risk amplifier: Model
how climate interacts with other risks to
prepare for cascading impacts across
the value chain.

A Break down silos: Foster collaboration
between sustainability, risk and finance
teams to improve data sharing and
elevate risk managers as strategic
advisors.




Global risks ranked by severity
Extreme weather events ranked very high in both short - and long -term

Risk categories 2 years 10 years

I Economic 18t Misinformation and disinformation =t Extreme weather events

I Environmental

sl Ex<treme weather events B Critical change to Earth systems
I Geopolitical

| ciCHl Societal polarization B Biodiversity loss and ecosystem collapse
I Societal

LR Cyber insecurity M Matural resource shortages

g iEsstate anved confict  Misinformation and disinformation

L | ack of economic opportunity SR Adverse outcomes of Al technologies

7t Inflation ! Involuntary migration

=L |nvoluntary migration S Cyber insecurity

sl Fconomic downturn il Societal polarization

I Technological

Pollution t Pollution

Source
World Economic Forum Global Risks
Perception Survey 2023-2024.
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Economic Loss

2025 Global Catastrophe Losses
Notable 2025 Economic Loss Events $2608

global economic losses,

23% below the 21st-century average,
lowest since 2015

y 49

LR BOR O tbraaks . \ billion-dollar economic loss events,
- ) - s @
, ™ _ # e $BBbilionintota A i North China Fidbds above the average of 46
. ) L. ket N . $14 billign
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California Wildfires e W ' . . i
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B Hurm_:anﬂ Melissa : L > .‘. : B Myanmar Earthquake
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' European Windstorm ’ ., ® . total losses
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@ Tropical Cyclone s ’ . covered by Insurance
Wildfire - 3

@ Winter Weather
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A significant natural catastrophe protection gap persists
Global natural catastrophe losses, 2013 -2023

Economic loss Insured loss
@ EU Windstorm
@ Tropical Cyclone
@ Flooding
25 [ | N ® Earthquake
@ Severe Convective Storm
@ Winter Weather
Other
| 1 0w
20 100 150 200 250 300 350 400 450 200 550 600 50 100 150 200 250 300 350 400 450 500 550 600

Source: Aon (Catastrophe Insight)
Note: Values in USD billion

Average Annual Protection Gap: 69%
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2025 Global Economic vs Insured Losses by Region and Perll

APAC APAC

<\

@ Severe Convective Storm
Wildfire

@ Flooding

. Tropical Cyclone

@ Earthquake

@ Drought
@ European Windstorm

@ Winter Weather
Other

Economic Losses Insured Losses

Protection Gap: 90%
AON P ’



Workforce Risks: A Critical Challenge and
Powerful Lever for Growth

Rising healthcare costs and absenteeism are among the most common
drivers of financial loss, but workforce -related risks are underrated In
0Pbén Tpetsvn nE SpT¢

Key Challenges Opportunities

A Budget constraints: Rising healthcare A Optimize workforce investment:  Use
costs and limited HR budgets are analytics to align rewards with
forcing difficult trade -offs in workforce employee values, improving
Investment. engagement and cost efficiency.

A Al talent scarcity: The race for Al A Future -proof talent strategy: Prioritize
expertise is driving up costs and upskilling in digital and Al capabilities
concentrating value creation in select and elevate HR as a strategic enabler
geographies. A Embed culture into risk strategy:

A Reputational and strategic risk:  Pay Measure and manage culture as a
transparency and succession planning resilience driver, aligning people
are emerging as critical risks, especially strategy with enterprise risk goals.

In Europe.

AON




What does the future hold?

GODFATHER OF Al, GEOFFREY
HINTON WARNS "2026 IS
LIKELY TO BE THE YEAR
'JOBLESS BOOM' BEGINS™

AON A FUTURE WHERE ECONOMIC GROWTH DOESN'T MEAN MORE JOBS

“Al, if used well, can assis with restoring the
middle-skill, middle-class heart of the U.S.
labor market.”

- Davd Autoe, MUIT Pacfasaor

3. The "30% Rule”

« Augmenting, Not Replacing: Research associated with Autor (and colleagues like
Neil Thompson) suggests a “30% rule,” where Al is best suited to handle roughly
one-third of tasks in a given role, while the remaining work still requires human
judgment, context, and empathy.

« Radiologist Example: Autor often points to fields like medicine to explain that while

Al can read scans, radiologists still need to diagnose, communicate with patients,
and make complex decisions. @

25



The Takeaway - shift from reactive to proactive risk strategy

Predictive Decision -Making : By systematically identifying and assessing
risks early, leaders can make informed, rather

than reacting to crises as they occur.

Calculated Risk -Taking: A framework allows companies to evaluate the
—against its downside, encouraging safe,
calculated risks that drive innovation, such as entering new markets or
launching new products.

Scenario Planning: Companies can _to simulate

potential disruptions, creating contingency plans that keep business
moving forward despite unforeseen challenges.
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