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More than 20 years of experience in Risk, Resilience,
Business Continuity & Crisis Management.

CREDENTIALS

« Technical Expert (Business Continuity/ Resilience)
ISO - International Organization for Standardization
¢ Founding Chairman, BCI Asia Chapter (2015 -2023)

* Vice President, RIMAS

« 18022301 and 1ISO3100 Task Group Member, Enterprise Singapore

« Certified Management Consultant, PMC

« Chairman, IAEM (US) Asia Chapter

» Certified 1SO22301 Lead Auditor (ANSI)

» IS0 31000 Certified Lead Risk Manager, PECB

« Certified Trainer (ACTA) by WDA Singapore

* Approved Trainer by BCI, PECB, EXIN

* Member of UNISDR, Private-Public Partnership for Disaster Management
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Disciplines Relevant to Resilience

Involves life and safety
preparedness, and

Assess potential risks and
find ways to avoid/mitigate

them immediate response in
Risk order to contain the impact
Management of disasters
Deals with
recovering and .
protecting a (IT) Disaster Emergency
business IT Recovery . Management
infrastructure B usiness

Continuity

Identify and manage

Involves dealing with I sypply.chain
threats before, during, Crisis Sc“hl;gny ) disruption threats
and after they have Management Management
occurred
4_ © Copyright Business Continuity Planning Asia Pte Ltd
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Crisis Management
What is a Crisis?
An abnormal situation, unstable and complex situation
which threatens the strategic objectives, reputation or
existence of an organization.
BCI Dictionary of Business
Continuity Management Terms
5
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In the news

Crisis Management Industry-Related

Industry Potential Source

« Hijacking
* Plane crash

* Explosions
« Discharge of polluting / toxic materials

« Distribution of “tainted” products

« Inappropriate investment recommendations (stockbrokers)
« Failure to perform due diligence on investments (broker-dealers)




10/17/24

Incident or Crisis?

Incident

Generally foreseeable

Impacts reasonably well
understood

Response is tactical &
operational oriented

Amenable to pre-planned
responses

Crisis

Unique, rare, unforeseen

Complex and inherently
uncertain

Response is strategic
oriented

Need flexible, creative
and sustained response

Origins of crises

(

[ Sudden & disruptive events tha?have
| obvious strategic implications

| Poorly-managed incidents that are left to |

|

smolder until they become a crisis

Latent problems that are left to incubate ‘
| over time, eventually turning into a crisis |

10
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Earthquake

. Fire

Incidents that caused Food
organizations to {i.e., Hurricane, Tornado, w;m.f‘iv‘.'fm‘?éi i)

. . B Civil Unrest

activate their business Indvecty ue 1 sppler s

. . . m PO

continuity or crisis e

tivacy

management plans S Medi Reed

Terrorist Attack

Theft

Source: The Continuity Insights and KPMG LLP (om‘l;::;:‘[;gr;i:-lh:f" &212"\7’;52"5‘2‘3?:.?2“2

Global Business Continuity Management Program IT Related - Hardware/Software in Production

Benchmarking Study 1T Related - Telecommunications
(i.e., Veice, Data, Converged, e1¢)

IT Related —Third Party Service

Provider in Production (Hosted Solution)

IT Related - Upgrade/Scheduled Outage

Figurs 12: Incidents or interruptions in the past year that caused organiztions to activato business continui
ty plans, crisis management plans oc disaster recovary plars.
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Crisis Categories

Casual Accidents 6.39%
Environmental Damage 5.96%

Labour Disputes 3.50%

Mismanagement 33.47%

White Collar Crime 13.86%
Other 5.15% |

OTHER:
Class Action Lawsuits 2.89%, Financial Damages 0.76%,
Catastrophe 0.71%, Workplace Violence 0.48%, Sexual Harassment 0.31%

12
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Response continuum

Issue,
problem
or event

Problem Management Incident Management Crisis Management

Emergency response Business Continuity

13

Key principles of crisis management

» Effective leadership

* Clear roles and responsibilities

* Competent personnel

* Achieve and maintain control as soon as possible
* Effective communications

* Clear decision making process

* Good information management

* Good record keeping

* Continuous learning and improvement

14
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Framework for crisis management

BEFORE

Source:
BS
11200:2014

ANTICIPATE
Identify potential
crises & other
disruptions over time
horizons

ASSESS
Analyse evidence &
make judgements

about potential
impacts & actions
required

PREPARE
Ensure readiness to
face specific risks &

handle crises that
are not foreseen

REVIEW & LEARN
Analyse & reflect on the
experience of validation,
testing & exercising, the
management of crises &
the experience of others

in managing crises

RESPONSE
Act quickly in an
informed manner &
with the desired effect
when affected by a
crisis

RECOVER
Sustain crisis response
into a longer term,
strategically directed
effort to recover
reputation & value

DURING

15
Challenge Faced by Organisations
Clients
Wider
tental eserareron A
potential s
threats
K-/ Competitor
16
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What Crisis Management Does...

Impact

Without crisis
management

Reduce
impact

With crisis
management

Time

Shorter resolution time

17

Crisis Management

What is Crisis Management?

The process by which an organisation manages the wider
impact of any situation until it is under control or a full BCP
is invoked. It can be used in situations in which the main
activities are external such as dealing with malicious
rumours, hostage taking, product failure or product recall.

BCI Dictionary of Business
Continuity Management Terms

18
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Business Continuity Management
(BCM)

19

What is
Business Continuity

20
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Business Continuity Management System (BCMS)

* Business Continuity is the capability of an
organisation to continue the delivery of
products® and services within acceptable time
frames at predefined capacity during a
disruption.

® (1SO22301:2019, Clause 3.3)

21 © Copyright Business Continuity Planning Asia Pte Ltd
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What Kind of interruption
Do You Fear the Most?

22 © Copyright BCP Asia Sdn Bhd

22
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£ Microsoft
Cyber Attack /

Hacks
Worldwide

COVID-19 Pandemic
Worldwide (2019 to current)

Floods Internet Network

Disruption

b Y O S

Civil Unrest

=
So Many Scenarios to Plan...
What Can We Plan For ?
~
. g
. S
_. © Copyright Business Continuity Planning Asia PteL‘t:l 7!
24
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25

Plan for the consequen

© Copyright Business Continuity Planning Asia Pte Ltd R E S O U RC E S

25
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Business Continuity Management System (BCMS)

* Business Continuity is the capability of an

organisation to continue the delivery of
products® and services within acceptable time

frames at predefined capacity during a
disruption.

® (1SO22301:2019, Clause 3.3)

© Copyright Business Continuity Planning Asia Pte Ltd

26

12



10/17/24

Benefits & Importance of Business Continuity

&= KR Q

To keep critical To protect the To reduce the risk of ~ To meet the requirement To protect corporate
services & functions  business’s income  further losses due to of the interested parties image
up and running during stream an incident or disaster and regulators
crisis

27 © Copyright BCP Asia Sdn Bhd
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INTERNATIONAL 1SO
STANDARD

=

ISO

e

To Implement the BCMS:
BCI Good Practice Guidelines

To Audit the BCMS:
1S022301:2019

© Copyright Business Continuity Planning Asia Pte Ltd
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Implement Business Continuity ---1SO & GPG

28

13
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Applied to 1SO022301:2019

Interested N (Plan) 7 Interested
Parties » \, \ » Parties
Maintain & ’ Implement & ‘}
Improve AN Operate
(Act) - N\ (Do)

\

Requirements » N\ ‘ » Managed

for Business Monitor & Review Business

Continuity ,\\(Che"k)/ Continuity

29 © Copyright BCP Asia Sdn Bhd
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1. Programme
/ Initiation \
2. Business
7. Audits Impact Analysis
(BIA)
3. Risk
6. Tests &
i Assessment
ExerCIses m
5. Business i
Continuity Plan 4. Strategies
(BCP) -« Development
30 © Copyright Business Continuity Planning Asia Pte Ltd
30
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Building Resilience for a
Sustainable Future

31 © Copyright Business Continuity Planning Asia Pte Ltd
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What is Organizational Resilience?

Organization's ability to anticipate, respond and adapt to unexpected
disruptions and learn from crises to strengthen business capability.

« “The ability of an organization to anticipate, prepare for,
respond and adapt to incremental change and sudden
disruptions in order to survive and prosper”

Source: 1ISO 22316:2017(E)

32 © Copyright Business Continuity Planning Asia Pte Ltd
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Aligned Management Disciplines to
Organizational Resilience

IT Disaster
Rewy e S
The disciplines that make up . J
Organizational Resilience

It is necessary for organizations
to build a successful business

Mane%sélﬁwent
resiliency programme that aligns J
the disciplines with the objectives Crisis )

and strategies of the entire Management ~  Business
. Continuity
business. j

© Copyright Business Continuity Planning Asia Pte Ltd
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How can Management Disciplines improve
your organization’s resilience?

Risk Management

* Early identification of risk can help the organization put in place the
mitigations plan

Crisis Management

 Fast response in managing a crisis avoids the incident becoming a
major disaster

Business Continuity

¢ Preparedness and a coordinated response towards a system failure
and can improve recovery time

© Copyright Business Continuity Planning Asia Pte Ltd
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 What are the aps still short falls ?
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\What are the potential challenges we might face?

?

-

\7

’)

39
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https://www.quora.com/What-are-the-potential-challenges-we-might-face
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Determine the type of Exercise
Select the Right Complexity

A Real-time Business Recovery Simulation

Physical Deployment Simulation

Complexity

Table Top Simulation

Tips: Aim for progressive maturity.

42
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NO PLAN IS COMPLETE UNTIL

FULLY TESTED!
43
Thank You! )
&

19
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