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Poll Question 1 

3MARIM 2024 | Present mode (sli.do)

Which of the following are the Top 3 Global 
Risks that companies are facing today?  
Choose 3 answers from below:

o Cyber Attack or Data Breach

o Business Interruption

o Increasing Competition

o Failure to Retain or Attract Top Talent

o Economic Slowdown or Slow Recovery

o Supply Chain or Distribution Failure

https://wall.sli.do/event/94wkeuoP8v49wRzfkH7QKM?section=263004d1-8197-4afb-9cfb-774f0d0e8b2d


Global Risk Management 
Survey 2023/2024
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Current versus future top ten risks
Cyber remains the number one most critical risk, with further talent 
issues break into the top ten by 2026
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Loss of income related to global top ten risks
Despite record reported readiness, 39 percent of respondents reported a 
loss of income related to the top ten risks in the past 12 months
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Cyber Risks
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Poll Question 2
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You are the CRO of a diverse, publicly listed
conglomerate with RM 5B annual revenue. You
have a meeting with the CISO to discuss your
presentation to the Audit and Risk Committee on
cyber resilience. 

You have been asked to identify a single area of
investment.

a) Multi-Factor Authentication (MFA)

b) Endpoint Detection & Response (EDR)

c) Cyber Insurance

What do you choose?

https://wall.sli.do/event/94wkeuoP8v49wRzfkH7QKM?section=263004d1-8197-4afb-9cfb-774f0d0e8b2d
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Why do Insurers say “No”?

70%

65%

60%

50%

35% 35%

30%

25%

20%

15% 15%

5%

Access
Control (MFA)

Business
Resilience

Endpoint &
Systems

Security (EDR)

Network
Security

Data Security Previous
Claims /
Incidents

Third Party
Management

Cyber
Governance

IT
Infrastructure

Application
Security

Remote Work Physical
Security

Top 5

1. Access Control (MFA)

2. Business Resilience (Backups & BCPs)

3. Endpoint & Systems (EDR)

4. Network Security 

5. Previous Incidents
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Poll Question 3

11MARIM 2024 | Present mode (sli.do)

Your organization’s network has been
infected with malware, and a ransom
demand has been made by the third-party
hacker. Do you pay the ransom?

a. Yes

b. No

https://wall.sli.do/event/94wkeuoP8v49wRzfkH7QKM?section=263004d1-8197-4afb-9cfb-774f0d0e8b2d


Poll Question 4
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Your organization’s network has been
infected with malware, and a ransom
demand has been made by the third-party
hacker. 

The attacker has also corrupted your back
ups, and if you do not pay the ransom, you
will have to reconstruct the entire data pool
(and you may not even succeed). Knowing
this, do you pay the ransom?

o Yes

o No

https://wall.sli.do/event/94wkeuoP8v49wRzfkH7QKM?section=263004d1-8197-4afb-9cfb-774f0d0e8b2d
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Average loss of shareholder 
value from a cyber event

 $3bn. 

Managing the first 10 days 
of a cyber crisis was linked 

to 66% of total 

shareholder value loss.

Source: 2023 Cyber Resilience Report



Cyber – Current Market Trends



Cyber – Observed Ransomware Breach Trends | Q1 2024

Observed ransomware breaches  (ORBs) represent instances of organizations having their data published on ransomware group data leak sites.



Cyber – Minimum Controls 

Multi-Factor 
Authentication (MFA)

Vulnerability Scanning & 
Patch Management

Access Control/
Service Accounts

Zero Day Vulnerability 
and Supply Chain Resilience

Endpoint Detection 
and Response (EDR)

Secure RDP/VPN

Disaster Recovery/Backups

Network Segmentation/
Network Monitoring

Phishing Exercise/
Cyber Awareness Training

Incident Response Plan/
Ransomware Exercise

Email Filtering & Security 
(DMARC / DKIM)

Attack Surface Management



Cyber – Expected Coverage 

Event Management 
Expenses

• Digital Forensics

• Legal Services

• Public Relations

• Notifications & 
Monitoring

Business 
Interruption Loss

• Net Profit Loss

• Increased Cost of 
Working

Data & System 
Recovery

• Cyber Extortion

• Data Recovery

Third Party 
Liability

• Privacy Event

• Security Failure

• PCI Wrongful Act

• Media Liability

• Defence Costs

Regulatory 
Action

• Regulatory Fines           
(where insurable)

• Defence Costs
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Cyber, and the Insolvency Risk

According to the latest Hiscox Cyber Readiness Report:

• One in five business owners say a cyber attack could render them 
insolvent

• Businesses in 87%countries see cyber as their biggest threat

• 12% increase in cyber attacks on businesses in the last 12 
months

• Cost of dealing with cyber attacks has risen by almost a third in 
the past year



Poll Question 5
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Trade Credit Insurance is known to be 
an effective financial risk management 
tool, do you know how it works to 
address non-payment situations?

o Yes

o No, but I would like to know more

https://wall.sli.do/event/94wkeuoP8v49wRzfkH7QKM?section=263004d1-8197-4afb-9cfb-774f0d0e8b2d


Risks of Insolvency & 
Non-Payment 
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Corporate Failures
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Winding Up of Companies - Malaysia Insolvency Statistics
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Global Slowdown & Insolvency Index
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Geopolitical dynamics adding pressure to trade & insolvencies
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Credit Solutions - Trade Credit Insurance

Non-Payment by the 
Buyer of a trade credit 
debt arising out of 
provision of goods or 
services provided and 
directly attributable to:

What Losses are Covered?

Insolvency

Protracted 
Default

Political 
Risk

Confidential & Proprietary
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Balance Sheet Optimization and Revenue Growth

• Risk transfer solution of customer 
non-payment risk

• Protects profitability and balance sheet
• Promotes sound corporate governance COMPETITIVE EDGE

FINANCE 
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• Facilitates access to improved financing
• Supports off balance sheet financing
• Supports reduction in bad debt reserves 
• Supports reduction in transaction costs 

(documentary payments)
• Supports lower credit management costs: 

information, legal costs

• Allows you to compete for new customers on 
competitive terms

• Transition to open account to attract extra 
sales from existing customers with more 
competitive terms

• Focus sales to credit worthy customers
• Target high margin customers and markets 

for increased sales/profitability

• Enables companies to safely extend 
unsecured credit terms

• Credit management reinforcement through 
complementary processes

• Access to credit risk expertise, analysis 
and monitoring

• Provides reporting functions on receivable 
“quality”

Confidential & Proprietary



Why Aon
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Why Aon Cyber Solution

Recognised as a global leader in Cybersecurity 
services

Cyber Solutions/Stroz Friedberg, has been named a Leader in The 
Forrester Wave™: Q2 2024 report.

Using a 25-criterion evaluation, the report scored Aon with the highest 
marks possible in 11 of the criteria, including products and services, 
technology, and market approach.

What this means for our clients:
 They are supported by a leading cybersecurity firm in the industry
 Experienced global team that can leverage data-driven threat, 

incident, and industry insights to inform decision making on cyber 
security and cyber insurance

 High-touch and high-tech delivery model to ensure a tailored and 
efficient outcomes



Why Aon Cyber Solution

1. McMillan, Robert and Ryan Knutson. “Yahoo Triples Estimate of Breached Accounts to 3 Billion.” The Wall Street Journal, October 3, 2017.
2. Finkle, Jim and Anya George Tharakan. “Yahoo says one billion accounts exposed in newly discovered security breach.” Reuters.com. December 14, 2016
3. Volz, Dustin and Jim Finkle. “U.S. senator seeks SEC probe of Yahoo disclosure on hacking.” Reuters.com. September 26, 2016

Aon Cyber Solutions = Cyber Security + Risk + Insurance Capabilities

Helping protect your organization
through cyber assessment, quantification, 
mitigation, transfer, testing and response 
solutions

+600
dedicated cyber professionals 
serving you locally

+2,000
cyber claims handled 
since 2015

+$1.9bn
total cyber 
premium placed 
in 2023

Aon has handled some 
of the most high-profile 
breaches in the last 
decade.1,2,3 

+54,000
incidents and claims in 
the exposure database

+1,000
cyber analytics 
projects

Certified
cyber security 
technical teams

Awards Recognized
Industry leaders

APPROVED SCANNING VENDOR

Training 
Award

Rising 
Star 
Broker

Training AwardRising Star 
Broker



Why Aon Credit Solutions

We’re the only partner equipping a 
unified team across a global network 
with ongoing investments in cutting-
edge solutions — a proven combination 
for delivering unmatched client insights 
and differentiated results.

570+
credit professionals 
dedicated to serve 
you locally

$880B
of trade 
supported

The GTR Leaders in 
Trade Awards
2023 Best trade credit broker
2024 Best political risk broker

100
locations in 
55+ countries

$1.1B
of managed 
premium

Digital 
Credit Hub 
Proposition

United Team 
of Expert 
Advisors

Strategy 
and Service 
Excellence

Credit and 
Economic 
Risk Analysis

Global 
Market 
Leadership

#1
Global credit 
insurance broker by 
premium placed

100%
Client satisfaction on 
claims advocacy on 
complex claims

81M+
Financial uplifts by 
successfully helping 
clients overturned claims 
declination by insurers



Thank You
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