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gets better by

change. o

(

Adapting Changes

A Business priorities and complexities in new era
A Deeper understanding of risk
A Risk management does not age

A Insurance remain an integral component of risk
transfer

A Cost and Alternative risk financing

A Safety net to future aspirations



About Etiga Offshore Insurance (L) Ltd eTiQa

1. Licer]sed Insurance  Manager _and Maybank
Captive Underwriting Manager since o
1991 Humanising Financial Services

2. Subsidiary of Maybank Ageas Holdings

3. Sister Company to Etiga General Takaful,

Figa General ' Insurance, Etiga_Family

Takaful, Etiga Life as well as other Etiga . Etiga International Holdings

operation In  Singapore, Indonesia, Berhad
Phlllpplnes, Camb0d|a + Maybank Ageas Holdings Berhad

« [Etiqga Offshore Insurance

4. Staff force of 15 employees based In
Labuan + 1 in Kuala Lumpur

5. Annual placed premium approximately
U$732 million




Management Services

Management of
Regulatory
Requirements

Consultation on

Labuan regulations

and as liaison
with LFSA

A Integrated Management &
Administration Services for
Insurance and Captive
company

b —

Bordereau
maintenance
and filing
management

Claims Management

Internal/External use only



Basic Understanding of Captive =

What is Captive Insurance Type of Captives
A Private insurance company A Pure Captive
owned by Parent Co. A Protected Cell Captives
A A mini insurance institution A Rent-a-captive
A Insure own business risks only A Group/ Association
A Integral part of Risk Management Captives

Benefits of Captives

Enhance asset protection

Reduce/ stabilize your cost of insurance (total cost of risk)
Provide access to reinsurance market

Coverage for niche product/ associated risk
Premiums are tax deductible to Parent Co.

Premiums are tax free for the Captive

o To To Do Io Io Do

Buil ddébs wealth through i1 nvest




Drivers to Captive Insurance -

A Greater control over claims
A Increased coverage & capacity
A Underwriting flexibility

A Reduced insurance cost
A Monetize underwriting profit
A Pricing stability

A Needs based procurement

Minimize
Insurance
Cost

A Incentives for loss control

-
-

Controlled
Risk

Improve
Cash Flow

Financial
Benefits

A Retention of premium A Asset protection

A Reserves for unexpected losses
A Mitigation of shock losses

A Managed consolidated cost

A ERM risk financing

A Investment income
A Additional profit centre




eTiQad
Basic Understanding of Captive

Who is it for?

A Financially stable companies with good loss ratio and
risk management

A 1deally premium range USD 500k or more (economic
threshold)

What Captive is Not

Not for 39 party risk

Catastrophic Risk Exposure

Does not replace traditional insurance
Only for large companies

o Io Do To I

Short term premium savings




Captive Business Model

Traditional Insurance
Arrangement

»USD1.0 mill

r_‘ Premium \

A
N < USD300 K USDT00 k
Claims

10



_ . . . eTiQa
Captive Business Model (simulation) -

Insurance Arrangement USD1.0 mill

with Captive
r" Premium \

Insurance Co.

USD200 k»>
Business Entity USDS800 k»>
Captive
USD300 k=
Claims A
USD500 k

A USD500 k will be kept by Captive as
Oreservesd® and therefore

A Accumulated reserves to be placed into
investment instrument to generate profit.

11



| _ _ eTiQa
Overview Features of Captive Operational Set Up 9

INSURANCE TRANSACTION STRUCTURE
(Risk Transfer)

INSURANCE COMPANY CAPTIVE COMPANY
INSURED RISK (onshore)
A Selected insurable risk A Underwrite Insured Risk A ::n:.C(::ol. gueadoeralinsurance from
A Low loss ratio A Collect 100% Premium A Book-in Reinsurance Premium
A Sizeable premium portfolio A Issue Policy A Administer & Manage Claims
A Administer intermediary remuneration
(broker/ agent)
A Facil outwartd@ réei nsurance to
Captive

A Administer & Manage 100% Claims

12



Feasibility Study / Business Plan- KEY Objectives

13

1.

2.

3.

BLUEPRINT

DUE DILIGENCE

COMPLIANCE

Vil.

A comprehensive business proposition consist
of short and long term plans

Roadmap of business operation &
Implementation

Insured and uninsured loss analysis

Total Cost of risk analysis

Financial qualification B cost vs benefit analysis
Incl. stress test

Return on investments

Rationalization of risk tolerance (net retention)
Domicile considerations

Peer Review

Regulatory requirement B local and captive
domicile

Corporate governance

Relevant control with regards to transfer and
repatriation of funds

Taxation provisions

er

Feasibility study is the most
critical step in deciding
whether Captive will be the

Il UEg ECuhgi CA
risk financing and risk
management objectives.

It will provide both the
gualitative and quantitative
assessment of such option

and provide clarity to the
various objectives it was
designed to achieve.

iQa

dCE A



Captive Operation - Structure

N Functions

o Po Po Do Do Do Do Do Do
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Legal Counsel
Investment

Human Capital

Auditor/ Compliance/ Tax
Statutory Reporting
Finance & Accounting
Book Keeping

Treasury

Insurance & Reinsurance
placement

Policy Issuance
Claims Management

eTiQa

Broker/
Advisor

Holding

Services

Company

Al

Bank/
Investment
Manager

Management Services [P
L1
Management Fees 4

Captive
Manager

Deposns

Interest

sa94

Director Services I

Service
Providers
(Legal, Audit,
Actuarial

Insurer/
Reinsurer

Board of
Directors




Steps to Develop a Captive

Strategy to build reserves (increase retentions or capital)

A Feasibility Study i
Profitability and Solvency

Cost to operate & financial projection

Offshore jurisdictions

Legislative practice and preference

A Choosing a Domicile ym

NN | Il 1 LA
Application for license i L)

!
]

A
A
A
A
A
A
A
A

Outsourced services providers(Managers/
Trust Co./ Brokers/ Actuary/ etc)

o

A Process of Approval

To

Business Plan

15
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Labuan as Captive Domiclile

A Governed under Labuan Financial Services and
A Legis|ati-on Securities Act 2010 (LFSSA).

.

A Labuan Financial Services Authority (Labuan FSA),
established in 1996 is the central regulatory, supervisory
and enforcement authority

A Regulators

A The Tax framework comes under the Labuan Business
Activity Tax Act 1990 (LBATA).

A Capita| Req uirement A Paid-up capital amounting to an equivalent of RM300,000 /
5‘ RM500,000 in any currency.



Conclusion

17

eTiQa

) g

A Captive is a Risk Management tool/ vehicle

A There are various types of Captive to
choose from to suit Parent Co. business.

A Comprehensive Feasibility Study is key to
a successful Captive

A Captive is a long term enterprise.



Thank you
)
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Parallel 1: Insurance & Data Privacy

Data Breaches & Privacy Violations:
Managing the Impossible Possibly

Dr. Azura Shamsuddin
Head of Data Privacy
Maxis Bhd

Join us at
slido.com for Q&A
and surveys
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PERSONAL DATA
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BREACHES ‘
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PERSONAL DATA BREACHES
IN MALAYSIA 2021 - 2022

D | [EZ

Customers’ . . .
5M passengers & 3M Vaccine recipients
487M Users ww Card Data P g P

Mobile No for sale on a haceking em ployees

. Statement issued 2 months after
community forum personal data

incident

Breach “Super Admin” account -

unlawful access & discloses
Ransomeware attack

(o
g 05
Malindo air o
2 6M Users from (now rebranded as epay

Malaysia & Si “Batik Air’) E-PAYSLIP 380K Customers

alaysia Ingapore .

Sale of Account Information 45M customers M CIVI.I Servant Names, DOB, e-mail address,

for USD1K Email, DOB, addresses, phone & Payslip hacked hashed password,home address,

passport no mobile numbers

Source: “Major Data Breaches in Malaysia in the.past 24 months” reported in The Malay Mail on 31st Dec 2022
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BIGGEST PERSONAL DATA BREACHES
ROUND THE GLOBE

cama yahoo/ in

700M USERS

10.88B RECORDS 3B USER ACCOUNTS EMAIL ADDRESS, NAME, PHONE

SECURITY QUESTIONS 1.1B USERS NUMBERS, GEOLOCATION RECORD, LI

& ANSWERS NAMES, ID NUMBERS, PHONE USERNAME & PROFILE URLS,

WERE COMPROMISED NUMBERS, ADDRESSES, PERSONAL & PROFESSIONAL
CRIMINAL RECORS EXPERIENCE, GENDERS, ETC

SENSITIVE PERSONAL DATA EG
SEXUAL ORIENTATION, CHAT
TRANSCRIPTS, PASSWORD HASHES
& PAYMENT LOGS

EQUIFAX®

e .
..experlcn,M

330M USERS 200M PERSONAL 148M
533M USERS USER PASSWORDS RECORDS NAMES, PHONE NO, DATES OF

RECORDS DETAILING COMMENTS,

LIKES, REACTIONS, ACCOUNT :
SECURITY NUMBERS NUMBERS, DRIVER’S LICENSE
NAMES, FBIDS, ETC NUMBERS, CREDIT CARD INFO




Common
Causes of
Personal
Data
Breaches

It is important to take steps to protect your

organization from data breaches to avoid:
 financial losses in paying fines

reputational damages

customer churn

damages to the Data Subjects

jail term of the BOD, CEO and/or other

officers of the companies

Weak & stolen
passwords

Insider threats

Unpatched software

Physical security
breaches

Malware

Denial-of-service
attacks

Social Engineering

Cloud
misconfigurations
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TYPICAL JOURNEY OF DATA PRIVACY &
PROTECTION PROGRAMME

E----- I

Legal & Regulatory

Compliance Obligations |
L@ Internal Controls
A > Training &
' I Communications
Policies & Procedures «--- I

v v

Compliance Actors Monitoring &
Testings
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01

Personal Data Protection
Act 2010

PDP Regulations 2013
PDP (Registration of
Data Users) Regulations
2013

PDP (Fees) Requlations
2013

PDP (Class of Data
Users) Order 2013

Phase 1
2010 - 2013

EVOLUTION OF
PERSONAL DATA PROTECTION LAWS
IN MALAYSIA

02

e PDP Standards 2015

e PDP(Compounding
Offences) Regulations
2016

e PDP(Class of Data Users)
Amendment Order 2016

Phase 2
2014 - 2017

03

e PDP Code of Practices

for 13 Class of Data
Users e.g PDP Code of
Practice (For Licensees
Under the
Communications &
Multimedia Act 1998)
2017

Phase 3
2017 - 2022

04

e Amendment to
Personal Data
Protection Act 2010
(expected to be tabled
to Parliament in Oct -
Dec 2023)

Phase 4

2023 & Beyond



PDPA NON-COMPLIANCE PITFALLS

]

Section 5(2)
Failure to adhere to 7 PDP

Principles
Fines: Up to RM300,000; and/or
Jail Term: 2 years

Section 16(4)

Processing Personal Data
without a Certificate of
Registration as a Data User
Fines: RM500,000; and/or
Jail Term: 3 years

Section 18(4)

Processing Personal Data after
Registration as a Data User has
been cancelled

Fines: RM500,000; and/or

Jail term: 3 years

Section 29

Failure to comply to the relevant
PDP Code of Practice for that Class
of Data Users

Fines: RM100,000; and/or

Jail term: 1year

Section 37(4)

Refusal by Data User to
amend/update Data Subject’s
Personal Data

Fines: RM100,000; and/or
Jail term: 1year

Section 38(4)

Did not stop processing Data
Subject’'s Personal Data after
consent withdrawn

Fines: <RM100,000; and/or
Jail Term: < 1year

Section 40(3)

Processing Sensitive Personal
Data without explicit consent
from the Data Subject & for
valid purpose

Fines: < RM200,000; and/or
Jail Term: < 2 years

Section 43(4)
Did not comply to Data

Subject’s opting out of
receiving Direct Marketing
materials

Fines: < RM200,000; and/or
Jail Term: < 2 years

Section 130(7)

Processing Personal Data
without Data Subject’'s consent
Fines: < RM500,000; and/or
Jail Term: < 3 years
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PROPOSED AMENDMENTS TO THE PDPA Loiiiiiiiii

-----

55 BASED ON THE “SESI LIBAT URUS BERSAMA WAKIL

.....

b SEKTOR/INDUSTRI” HELD ON 25TH AUGUST 2023

.....

-----

-----
-----
-----
-----
ooooo
-----
-----
ooooo
.....
.....
.....

Appointment of Data Protection Officer
(DPO)

Extension of PDPA to Include Non-
Commercial Transactions

Increase of Penalty Rate Under Section 5(2) i

Data Breach Notification (DBN) s

-----

-----

.....



FINES UNDER THE PROPOSED ] ABC BERHAD
1 %
AMENDMENTS TO THE PDPA Zizgls_-:\YNfl)UsA/L REVENUE (2022) - RM542,300,000.00

‘ FINES @ 5% = RM27,115,000.00

ABC BERHAD
PENALTY @ 10%
GROSS ANNUAL REVENUE (2022) - RM542,300,000.00

Section 5(2) FINES @ 10% = RM54,230,000.00

Failure to adhere to 7PDP

Principles
Fines: Up to RM300,000; and/or
Jail Term: 2 years 0 3 :(IEYNZI.\I?TR(N@BSIZI/D

GROSS ANNUAL REVENUE (2022) - RM52,000,000.00
FINES @ 5% = RM2,600,000.00

XYZ SDN BHD

04 PENALTY @ 10%
GROSS ANNUAL REVENUE (2022) - RM52,000,000.00
FINES @ 10% = RM5,200,000.00









