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HOW BOEING LOST ITS WAY?

By QuickTake, Bloomberg

 Recurrence of Boeing 737 Max crash incidents (Ethiopian
Airlines Flight 302) on 29 Oct 2018 & 10 March 2019
respectively due to malfunction sensor. 346 victims.

« Boeing 737 Max grounded by authorities for 20 months
(March 2019 — Dec 2020).
T SREARING OVERNIGHT o . « Deteriorate engineering excellence in prioritizing cost
= reduction.

@B THIS PASSENGER PLANE CRASH ﬁ.'a"-'"

LION AIR JET CRASHED OFF INDONESIA WITH 189 ON BOARD

\%Burce (,Bs :

https_://www.b_Ioomberg.com/news/videos/2020-03-12/the-story-of-how—boeing-
lost-its-way-video
* In January 2021, the US charged Boeing with fraud. But the
company was able to avoid going on trial, by agreeing to
pay $2.5bn, including $500m to the families of those killed,
and promising to tighten up its compliance procedures

« Boeing targets 2025 for return to pre-crisis 737 MAX
production rates.



Why Is risk
management
iImportant?

Assurance to shareholders on effective risk management
MCCG's Principle B states that proper risk management and internal control are
important aspects of a company’s governance, management and operations

Guide for informed decision making

Risk management and data analytics can guide management and employee in
making informed decisions that will help meet and exceed company objectives

Manage unexpected risk events

Timely implementation of risk mitigations are crucial to manage unexpected risk
events

Enhance effective project management

Effective management of project risks reduces the likelihood and impact of common
project problems / issues




Does your organization have an enterprise risk management

program or equivalent?
Percentage responding “Yes”

Increasing trend of
ERM program

adoption for °
companies Is

observed from 2006

until 2020 I I

2006 2008 2010 2012 2014 2016 2018 2020

Source: Deloitte Global Risk Management Survey 12 Ed, 2021
Survey participants: CROs or their equivalents at 57 financial services institutions around the world




Many companies are having difficulties to effectively apply ERM

Concerns regarding application of risk management

Insight & risk
transparency

Risk appetite
& strategy

Informed
decision

Risk
governance

Risk culture

Reporting of hundreds of risks without insight - Unable
to anticipate and respond to high impact risks

Unclear risk appetite (on desired risk level)
No explicit decisions on risk ownership

Risk analysis is not part of key decision-making
processes

ERM team struggles to enforce risk framework, policy
to line management
ERM is a bureaucratic exercise

Risk culture is a “fuzzy” concept



Key Success Factor For Effective
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Leadership &
a

commitment

Clear tone for a
constructive risk
culture, promote
organization-wide risk
management, clear
risk appetite, align risk
management with
strategic planning

~

Risk Culture

The mindsets &
behaviors of
Individuals and groups
within an organization
to identify, understand,
discuss and act on
organizations risks

Key success factors for effective risk management

(4 = N
—H  Risk Governance
- N N

Establish a well-
defined governance
structure for ERM that
outlines roles,
responsibilities, and
reporting lines. This
structure ensures
accountability and
ownership of risk
management activities

-

_‘O"_ Reporting &

=~ Insight

Reporting risks to top
management with
transparency and

Insights allows
leaders to make
informed decisions
and proactively
address potential
threats




Board Directive

28%

Regulatory Requirement 18%

Risk Manager 16%

What motivated the
iImplementation
and/or expansion of

12%

Audit

the enterprise risk

management (ERM) it
program at yOur Grass Roots Success
organization?

Financial Crisis 2008

Bank/Creditors 1%

Investor/Owner 1%

Source: 2017 ERM BENCHMARK SURVEY by RIMS
Participants: 397 respondents from more than 14 different industries



Key Success Factor #1: Leadership & Commitment

The Board in the governance of risk is to provide oversight of the company’s risk management and internal controls
system, while the management shall implement and monitor the risk management and internal control systems.

Risk Governance Guidance for Listed Board, Corporate Governance Council (2012)

The board is provided
with reasonable
assurance that adverse
Impact
arising from a

foreseeable future event
or situation on the
company’s
objectives is mitigated
and managed

‘ Ensure there is a sound framework for internal controls and risk management

Understand the principal risks of the company’s business and recognise that
business decisions involve the taking of appropriate risks

Set the risk appetite within which the board expects management to operate
and ensure that there is an appropriate risk management framework to
identify, analyse, evaluate, manage and monitor significant financial and non-
financial risks

Malaysia Code of Corporate Governance, 2021
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In TNB, The Board and top management plays an important roles for effective

Implementation of risk management

Board Risk
Committee

Provide oversight on the implementation of risk
management and internal control.

Approve TNB Risk Management Framework as a
structured and consistent approach to risk management.
Approve TNB'’s risk appetite reflective in the Key Risk
Indicators (KRI).

Monitor the company’s risk exposures and the key risks
that could prevent achievement of TNB'’s aspiration.

Value Creation
& Protection
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Leadership & Commitment

Business Strategy
Risk Assessment

Review, Monitor & Report

Culture

TNB Management

Identify and manage risks that
achievement of TNB’s aspiration
Anticipate and respond to risks resulting from changes in
the internal and external context

Communicate risk information through a clear and robust
monitoring and reporting structure

Integrate risk management in key processes and decision
making.

can prevent the
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Key Success Factor #2: Risk Culture

Risk Culture: Values, beliefs, knowledge, attitudes and understanding about risk shared by a group of people
with a common purpose.

Institute of Risk Management (IRM)

Why is risk culture important? Not fear of > oo

having bad towards risk events
news

Risk Culture aids the transition from mere

compliance to something that creates value
for an organization.

Responsiveness

RISK
ATTITUDE |

Transparency

Risks are timely Respect

communicated
RISKY at all level
BEHAVIOUR| .
: Teamwork is
a priority

RISK Level of

innight

CULIVBE |- Risks are
reported with
insights
Source: Institute of Risk Management (IRM) Source: Mckinsey Risk Practice
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What strategies do
you find necessary
to transform the

culture of your
organization to be
risk management
oriented?

Integration of risk management with the strategy and values
of the organization

Implementation of the risk management process within the
day-to-day business as usual processes

Recurrent training and induction program

69%

72%

81%

Strenghtening the organizational structure of risk
management

Process of instilling accountability

Effective and measurable communication strategies

Sponsorship and interest in promoting risk management from
senior management

Others

Source: Marsh RIMS Excellence in Risk Management, 2018
Participants: 450 risk executives through online survey

7%

39%

62%

57%

53%
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Incorporating

risk management

educating and training are vital for fostering a risk culture

ntegration of risk management with
the strategy and values of the

Corporate

-
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Implementation of the risk
management process within the
day-to-day business as usual

organization
processes

TNB Strategic Risk & Key Risk Indicators alignment with Reimagining TNB
strategy.

TNB 3-Year Cycle Risk Governance Plan for risk management assurance.

Q@ Integrity {@} Collaborative

Customer ﬁ:’ﬁ? Forward
Centricity “/  Thinking

TNB Culture alignment:

Professionalism

Mindfulness

Integration of risk management in division/department/subsidiary Business
Plan, Annual Operating Plan (AOP) and budget.

Investment Risk Methodology (IRM) for local & oversea investment.

Risk assessment for digital initiatives through Change Advisory Board (CBA).
Risk assessment incorporated in work processes, e.g., procurement process,
project/initiatives approval, HIRADC, RCM, etc.

Risk Governance Plan by division/department/subsidiary .

Recurrent training and induction

program

Risk Management courses at ILSAS:
a) Fundamental
b) Intermediate

Risk management
module for all executives

E-Learning

Risk  Management  Certification

program with ARIMM

Annual Risk Management Survey for
executives and non-executives to
gauge perception of employee on
risk management

Learning Journey for Risk Managers

Risk Conference (Executives) and
Risk Forum (Non-Executives)

Risk management webinars

Into daily operations and consistently
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Key Success Factor #3: Risk Governance

MCCG’s Principle B states that “proper risk management and

company’s governance, management and operations”

internal control

are important aspects of a

Companies make informed
decisions about the level of risk
they want to take and
implement necessary controls
to pursue their objectives.

The board is provided with
reasonable assurance that
adverse impact arising from a
foreseeable future event or
situation on the company’s
objectives is mitigated and
managed.

The board should establish an
effective risk management and
internal control framework.

The board should disclose the
features of its risk management and
internal control framework, and the
adequacy and effectiveness of this
framework.

[STEP UP] The board establishes a
Risk Management Committee, which
comprises a majority of independent
directors, to oversee the company’s
risk management framework and
policies.

TNB Risk
Management
Framework

SORMIC* and

Board Risk

Committee
Report in TNB
Integrated
Annual Report

*Statement of Risk Management and Internal Controls

TNB Board Risk Committee

15



Key Success Factor #3: Risk Governance

Each party in the TNB Risk Governance Structure plays its role in ensuring a sound and robust risk
management framework is implemented across TNB Group

5 board Ot Directo
Oversight > Roard R , e
TNBTop | R Group Executive Management : :
Management Committee (JEK) Chief Risk
Head of risk function in | Otticer .
the Division / Department -l oo > Group / SUbSIC-anI'y Risk _ AdVISory &
/ Subsidiary Management Working Committee Risk Facilitation
Management
_ Divisions, Departments and Department
Ownership Subsidiaries
¢ Risk Manager e Risk Owner

- Cross-divisional
~ platforms

Assurance (Internal and External Audit)

TNB Risk Governance Structure

16



Key Success Factor #4: Reporting & Insight

Reporting risks to top management with transparency and insight is a crucial practice for any company. It allows
leaders to make informed decisions and proactively address potential threats

Informed Decision-Making: Transparent and insightful risk reporting provides top management
with accurate information, thus empowers them to make well-informed decisions that align with
the company's strategic goals and risk appetite.

Regular Reporting Cadence: Establish a consistent reporting schedule, whether it's monthly,
guarterly, or annually. Regularity builds the expectation of transparency and keeps management
engaged in risk management efforts.

Transparent &

. Quantitative Analysis: Whenever possible, use guantitative data to support risk assessments.
InSIthfUI report Numbers and metrics can provide a more objective understanding of risks and their potential
consequences.

Leverage Technology: Utilize risk management software or tools that facilitate data collection,
analysis, and reporting. These tools can help streamline the process and enhance the quality of
insights.
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Key Success Factor #4: Reporting & Insight

EMERGING RISK e o gnantCaporan Ay 2020

Low Carbon Transition:
Uncertainties Surrounding TNB's
Coal-Fired Power Plants EMERGING RISK #5

—m\ug Cytersscity:Clous Camputing

July 2030

Currently TNE owns 3 coal cquurit“: cbud Compl.l‘til‘lg

in Malaysia, with o total g
of 6,800MW, making TNE th
power producer in the cour

. __ OVERVIEW
Driven by Malaysic's
the Conference of Parties |
14 December 2015 in

Worming " and climate  Cloud computing is the ondemand delivery of IT resources

committed fo support ower the Intermet with payas-yousgo pricing Instead of 0
direction towaords low ca buying, owning, and maintaining own data centers and 79 A]
reducing 45% greenho  servers, companies can rent access e anuthine dram ot ssneied

=missions intensity by 203 applications to storage from a choud ¢

asneeded hasis. Impact of Supply Chain Disruptions

Inmany businesses, |T spending has | Bimanthly Emerging Risk Report FY2022 - June

due to projects to cf
Eoch of TNE's coal-fired power plant has it own power TNB is in the initial phase of impleme -
purchase agreement (PPA) for 25 years and the most that would become a key strategic : Global supply chains continue to be strained
recently signed PPA for Jimah East Power will expire in efficiency and effectiveness of TNB's | due to of Faw  Iigh
2044. geopolitical tensions, inflatien in many parts
. . . . % of the world and post pandemic implications.
s e cominees 0« RUSK OF Rising Fuel Prices and
plants for the nex - - "
e e Geopolitical Uncertainties Varius ek events have had 3 compoundig efect on
Mmaunting pressurs for| global supply chain dsruptions such as the: coe-month

Bimonthly Emarging Risk Raport FY2022- Apell Prapaesd b coal export ban by the Indonesian gowernment, the
ongaing conflict, sinic: lockdawres R
Shanghal and Befiing, escalating fuel and metal prices,
ancd at the local front, shortage of formicn warkers and
weakening of the Ringgit ageinst USD, amang others.

ThE's operating expenses climbed §3% to Bl45 billion in Fr21 1§
EMEED billion Y20 dus to higher fusl prices in FY2T. TMB's opera
enpensesmoy record ancthaer high as the forecosted expenses of ¢ —
&gosin FY22is expected tajump threefold comparedta FY2L . Avpaar Coppe Fricess Age J048 - Fag S0
Thars wos & pawer G m. glabally Ir FY2L diven by rsoo@% It s projected that In FY2022 material prices {e.5., steel pokes, <ables,
asenamias The Bconomi ennductors and transformers] would increase from a range of 8% o 65%
genaration reached o recard high Part compared to FY2019°. TNE b at risk of experiencing unavalizbilky of
dua to weathar reloied events, prompd
thecoures ol theyaor Demondtor coal genaration wossehighin Euraps thatllk)  citical materials as the Key Risk Indicator for Supply Chan Resfiency was triggered in Q1
Spon hod torestart mathooladcoalunis FY22Z, whereby more than 10% of critical materials were below the minimum level for
three consecutive months.

fDI'_'?"‘% 5""95:“ Unawaliabllity of critical materials may impact THE's ablity to keep the lights on as
SR AT TEY restorabion for unplanned Eresksowns or trigpings may he Selayes beyond Guarantees Servce
qrori and foogng svents inkeys  Levels (G515} resulling i INCTIEISEd Cusiomer QlsSItaCion and COMPENSIton B yments.

Pl tha Dakn and Om o
PO CouEed O cute gk ptioraty irarens
enportingregiors.

Uncertainties surmunding price Increases and shortages of raw materisls (2.0, siicon and chip)

Wkrang confict adoed HEssure on i ity of glabal cos

ely Nws‘,;@; tarcing '.,.:nw’:aﬂf,’\'_a._’:"inm g;“;'m}' rn:r a:;“.n‘;u‘nc“‘:\f'; could acversely impact the tmely completion of Incentive Based Regulation (IBR) projects

SubEt oo mpicatione Gn sl prces ard thagicbalacenamy os Russnisora ol 3nd within approved CAPEX budget. High Impact projects that are critical bo strengthen grid

et il & QUERMCLCETIN tha word securky o achieve Net Ter targets may experience delays and revisions of contract prices.
This could further erode regulsiors’ confidence and adversely impact future Regulshory Period

4g% of MBS domestic gererction  WRENBOR QOS RN MOKAUP 0 3T (gp pegotations.

copooky mruns on coal plonbs whene total TNE dormsactc copaoity o5 of F

the majority coal for the cool power  GRSRNS 0 I0WES d6MOn frRGasteg
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The cool ax odbeen farecasted  Increoss by AT in FY22 (R ST necessary fo address the above sk expasurcs. Strategic and Innowative Soktions In priortising

e ijf’;u?_:.—;flawm bif) ff_r:‘ﬁﬁsf‘_'-ﬂr;mk_;"bg'lco BIlOUS 00 brects or key inkisthes, revising palicies, processes o conéracts, enhancing pracurement agilty

comparedio P goaproag and strengthening cash resiliency would buffer the long-term: impact of supply chain disnuptions to
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A MG GIMGR CNOGE 0N Tha Bamder aconamy which diractly
60 fusl prces URImataly get po ssed on o theconsumeat Fraght
transpartotion, alectricky genanation, lnbour cost, atc haca shorp

e

[y

anuacturing
InCrBOEes [

Bi-Monthly Emerging Risk report to provide top
management insights on emerging risks around the
world.

. . . . Ly renaca
Financial Impact of KRIs at Breaking Point (1/3) =’J‘"f"‘3""
Fbler
n No. KRI Point q %' Assumption and Basis
Operations - - —
{14 KH'S' 1 KRI 1: Equivalent *  Assuming 90 days forced outage, the exposure of two (2) generating facilities with highest
Unplanned Outage Capacity Payments (CP) in each category are:
I Factor (EUOF) a) RM&amn for S5JCH & S8JSP
T T T 1 a) Hydro plants a) = 4.00% a) &8 b) RM447mn for TNEJ GF1 and JEP (U1 & U2)
b) Coal plants b) > 8.00% b) 447 ¢) RM257mn for SJTJ and SPG
Grid & Diskribuiion . c) CCP c)=6.00% c) 257 * Q3 FY2022 Status:
. s i e [ ] i
i b) Coal: 7.79% equivalent to CP reducfion RM225mn
KRl 1: EUOF KRI 3: Threat to KRI 5 KRI11: KRI 12 Lass KR113: ©) GCP: 6.01% equivalent to GP reduction RM123mn
Pawer System Intrusion o Critical Tabent Time Injury Disruption ir 2 KRI 2: Heat Rate 202 ¢ Exposure of RM201.48mn per annum in fuel cost when heat rate (HR) variance is at -2%
Sacurity THB anitical Rasdinass Frequeancy Caal Supply \Variance for both gas and coal power plants, based on average fuel revenue in the previous 3
sysiem ILTIF}) — ) Coal power plants =-2% years:
KRl 4: KRl 14: Sup b) Gas powier plants =-2% a) Coal power plants at -2% HR: RM121.04mn
Operating KRI 3 Data Chain b) Gas power plants at -2% HR: RMB0 45mn
d 1 * Q3 FY2022 Status:
Resarve Margin Leakage Resdiency ) Goal -1.87%
KRl 5: Praject KR 10 ICT b) Gas® 0.35%
Dielivery Index i 3, KRI 3: Threat to Load Loss: 898 +  Exposure of RM893mn Value of Loss Load (VoLL)* per hour
¥ Serics
vztability Power System 0% of *  The normalised composite VioLL amount per MWh is RM77 930 based on the "Study for
Security Maximum Value of Load Loss for Peninsular Malaysia® conducted by TNB Labs Sdn. Bhd. and
Demand UNITEN R&D Sdn. Bhd. completed in July 2021
KRI T: Lossas (11,510 MW) * At 60% Maximum Demand, 11,510MW x RM77,980 VoLL MWh x 1 hour = RM&98mn
+ 03 FY2022 Status: 2 250MW loss

‘erceplion

(& KRIs)

Investment

KRI 27: Grawth of
MED RE Portialic

.
[
[rerar o

KRl 28: ECIT KRI 23: Ciperational
from RE

KRI 13: Non-compliance B KRI 23 Socal KRl 24: Tatal KRI 26 ESC
10 Regul Ibeddia Negative: Sharehalders Parformance
Requﬁems KRl 22 Revenue Sentment & Fetun (TSR] Riting
Urnfer-Recoverny Mainesiream Meadia
KR1 20; Fraud cases Megaties Tonality KRI 25:
Cusiomer
Comglaints

understanding of the exposures.

‘GMI per capita ‘GNI < USDS,000 per capita

Country credit rating BB+, BB, BE-, B+, B, B-, CCC+ and below
Infistion rate Inflation & 6% or < 0%

GDP Growth GDP Growth = 3% or 2 7%

Political Violence Medium High / High / Very High risk
P al Political Interference Medium High / High / Very High risk
Corruption perception index Score s 40

e —
4 Contract Enforcement Index Score 2 1.5

vernment Government Effectivensss Score < 50
il S Regulatory Quality Score < 50

Global Peace Index Score = 220
Global Terrorism Indax Score = 4.00

Exposure due to volstility of forex between currencies (to MYR) Volatility > 5.4%

Interest Rate Exposure due to the volstility of interest rate olatility > 108%

Foreign Investment Foreign Investor Confidence / Sentiment Awg 5 Year Met Financial Accounts less than (-JUSD26bn

Exposure to double taxation on investment income Mo Double Tax Agreement in place
Taxation Withholding Tax rates for interest WHT 2 10%
‘Withholding Tax rates for dividends WHT 2 10%

‘Capital Control Policy [

Access to Debt ! Liguidity of Capital Market % of Private Debt to GOF < 132%

‘Capital Control Policy in Flace with no Investment Guarantes

Element Threshold Threshald Level 1 Threshold Level 2

KRI 30: Liguidity
KRI 31: Macrogcanamizs

Scorirg

KRI 32: Image &
Feputation

32 Key Risk Indicators (KRIs) are reported to CEO (monthly) and BRC (quarterly) on
company’s risk exposures. Additionally, 22 KRIs are deliberated at working level (GRMWC)

Quantitative analysis (commercial impact) were reported for selected KRl a more objective

Investment Risk Methodology (IRM)
assessment for investment (local &
oversea)
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Key Takeaway

Assurance to shareholders on effective risk management

Guide for informed decision making

Manage unexpected risk events

e Enhance effective project management

19



Key Takeaway

114 L . .
Companies that are able to link business risks with their strategic imperatives are more likely to

have achieved an annual profit margin of greater than 10% over the past three years, and better
profit margin growth?’

Risk in review: Decoding Uncertainty, Delivering Value | PwC | 2015
Survey by 1,229 senior executives and board members
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About Me

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE

I’'m Alessandro Caillat, please call me Alex.

I’'m from Italy. | work for World Bank Treasury. | have been
with the Institution for almost 15 years.

Since August 2021, I live and work in Singapore.

| am the team lead for Treasury’s work programs on
Business Continuity and Access Controls.

Fellow Member of the Business Continuity Institute,
Certified Trainer with the Institute, and 1S022301 Lead
Implementer.
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" World Bank Treasury

The World Bank Group works with more
than 170 countries, engaging with the
public and private sectors. The goal to end
poverty and tackle some of the most
pressing development challenges.

* World Bank Treasury activities are organized in
three departments.

» Capital markets. leading the World Bank's
funding program in international markets,

with an annual average issuance around
USS$ 60billion.

* Asset management. Managing more than
$185 billion in assets for the World Bank
and other official-sector investors.

* Operations supports business units with
payments and cash flow management
needs, totaling over $7 trillion each year.

* Large and significant player in the international
financial markets. 70 year of reputation as a global,
prudent and innovative borrower, investor, and risk
manager.

26
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Opportunity Statement

The business environment of Digital transformations Despite guidance from Clear opportunity for risk
the last few years has become undertaken by many professional bodies, academic managers to embrace
more disruptive and organizations is rapidly research, and significant digitalization.
challenging. This is the poly- changing their IT environment

corporate investments in GRC Business Continuity software

crisis world. and operating models. . . .
P g tools, business continuity provides the tools and
A cluster of related global Integration of digital management programs at capabilities to holistically
risks with compounding tecl'.mology into all areas of a most organizations remain support a business resilience
effects and significant impacts business fundamentally . program.
. . largely manual and siloed.
on governments, society, changes how businesses

people and organizations. operate and deliver value.




Treasury’s Experience with BC Software

RFP to assess the available tools with integration
between business continuity and operational risk
management.

| Late 2010s |
: : ! .

Mid 2010s Early 2020s

BC module developed within corporate GRC tool.
Solution included BIA, BPCs and approval workflows,
with limited analytics capabilities.

28
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BC Software - A Data Model of the Organization

Business Processes

* A business continuity software provides a digital
representation of how, within an institution, business
processes are organized and structured.

* The data model defines data entities: business
processes, business continuity plans, resources
(systems, sites, vendors).

* Software helps identifying and documenting
relationships between processes, supporting

Resources
resources and plans.

Vendors
* Logical rules governing data integrity and Systems

consistency across the model.

Data and Reports

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE
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" Resources and Attributes s

* Site where the process is being executed —
Is considered a Resource or an Entity.

 With defined Attributes:

* Number of staff at location supporting each
business process.

« Capacity of process execution. An estimate of how
much time staff is supporting the process (%). —

* Volume of transactions at the site (%). |

* Tool enhances the Business Impact
Analysis by modeling the relationships B L
between processes and key resources | TS
(Sites, Systems and Vendors), with own 1 ..
specific sets of attributes. aae

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE



Business Continuity Metrics

N W
1 Py ;

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE

* For each process, software can assign the MTPDs,
RTOs and RPOs.

¢ Calculates the lowest metric for the associated
‘resources supporting several processes.

7+ Generates reports summarizing the BC metrics

calculations and key findings associated to the
wwresource attributes.

i
) Helps identify vulnerabilities, single points of failure,

and concentration risk.

* Facilitates communication of BC requirements to
management and stakeholders (Information
Technology, Procurement, Risk Management).

31



Mitigation Factors

» Software evaluates mitigation strategies already in

place by the Institution:

 Alternate location

 Remote work capabilities

* Supplemental workforce (locally or across sites)

* Cross trained Staff with appropriate authority and
access to systems

* Documented recovery procedures and regularly
exercised

* Inherent Risk. Software evaluates the amount of risk
that exists in the absence of mitigation measures.

» Residual Risk is the amount of risk that remains after
the assessment of the implemented mitigation
measures.

32
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" Risk Indexes

* Risk indexes determine the overall risk. 3 ]
associated with specific business processes:

* Index algorithm includes process
dependencies, MTPDs, impact thresholds,
(Financial, Reputational, Operational), and
mitigation factors.

* The software assigns risk scores to each ] 8
business process. The score, expressed as a
number between 0 and 100, represents a ris
score (Inherent and Residual) for the proces

« With risk indexes, BC managers can prioritize
their work-program on the most critical areas -
of their organization.

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE



- Data Visualization

Chart values for illustrative purposes only
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Software offers data
visualization tools
such as charts, graphs,
and heatmaps to
visually represent
dimensions and
metrics.

Through data analysis,
decision-makers have
the ability to identify
high-risk processes
(concentration or
point of failure) and
prioritize them for
mitigation efforts.

® 2 Processes

‘ 6 Processes

110
' 13 Processes
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" Business Processes and Plans _~

[ g e+ Software offers a centralized
- // platform for creating and
—_— = | maintaining business continuity

| plans at the business process level.

* Provides templates and tools for
generating comprehensive business
continuity plans and step by step
procedures.

* Central repository for storing all
relevant documents and information
related to the business continuity
plans.

 This includes contact lists for staff

and teams, recovery resources, and

‘other critical elements for the
business response.

. '\\;;
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AD
MARIM Streamlines the process of managing business

continuity plans, supporting organizations through the
entire incident lifecycle.

Business Processes

Incident Dashboard

Incident Details:
Unavailable resources and impacted processes

Resources

Incident Activities, Milestones and Logs

Vendors
Systems

Incident RTOs &
Management Team RPOs

Detailed Incident Report, gaps and action
G items.

Key Contacts

Data and Reports
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* The monitoring of external events,
given their constant changing and
complexity, is challenging for any

institution.

e Capacity constraints, when dedicated
staff need to manually scan news

sources for relevant threats.

@ WORLD BANKGROUP

Ii News Room DC Gov

Trusted Users

Trending Topics

NEWS TOPICS

O:  Weather

B Traffic

%\  Demonstrations and safety v

L3 Cyberincidents

F4  Business continuity news

= Al Institutions ~ Media~ Transportation~ We

All Media
WTOP

ather =

DC REALTIME NEWS

Post Local

NBC4 Washington
Washington DC News NP

Washingtonian

PoPville

TNews DC

DCist

-

@

6/6/23, 4:45 PM

NEBSITE &gt:&gt

The White House

@WhiteHouse

6/6/23, 4:45 PM

RT @ShalandaYoung46: Under @POTUS's leadership, we're
investing in America. Check out https://t.co/srmyKPOIOM
to see how investments are i...

S Qo To

Metro Forward 6/6/23, 4:45 PM
@wmata
@]vass424 Thanks for stopping by ,‘accb@ -KE

S0 QO <o

bl

€D

@ WORLD BANKGROUP

= opm
i News Room DC Gov
Trusted Users
Trending Topics
NEWS TOPICS
Weather
2> Traffic
s"”‘}.‘ Demonstrations and safety
33 Cyber Incidents
Cyber Incidents
System Outages
Financial Institutions

Banking

The White House 6/6/23, 4:45 PM
@WhiteH

RT bHaaland: We're Investing in America! The new
mp74LJsUsO is an amazing visualization of
infrastructure projects under..

The White House

@WhiteHouse

6/6/23, 4:45 PM

RT @SecRaimondo: Today, the Biden-Harris Administration
launched a new website highlighting how we're investing
in America to bring economi...

S Qo o

WTOP 6/6/23, 4:45 PM
@WToP

.5, Magistrate Judge Anne Shields' ruling came a day after
Santos’ lawyer said the New York Republican would risk
going to jail to protect the identities of his cosigners whose
backing enabled his pretrial release,
https://t.co/BVo5EcaSKA

- Al News Sourcing Tool (Proof of Concept-POC)

= Google News Tweets

France »
USA
Bulgaria

France

)%

Singapore

)

India

"

Japan

\ G
Bluebottle French France and Cyber
Cybercrime Group cybercriminals security

Preys on Financial Operalor stole up
Sector in French- to $30m from

Thales and 10
partners launch
French cyber

i i Senti t: positi
threat intelligence entiment: positive

platform to Spe.aking African banks Ty T
support greater Nations French cybercriminals Diplomatie
aUt.O_nomy and A cybercrime group Operalor have

resilience

dubbed Bluebottle has
been linked to a set of

targeted banks in
As the information Africa and South

systems of today's targeted attacks America. The amount

organisations become against the financial of money stolen may

ever more complex sector in Francophone top $30m.
and exposed to countries...

Senti . negativ
cyberattacks of Sentiment: negative

: : Sentiment: neutral
L Source: Tech Monitor

sophistication,... Source: The Hacker

L B

 WB Treasury, as a POC, to test the use of
Artificial Intelligence and Machine Learning to
automatically retrieve Curated News, high
quality and verified, from external information

sources.

» Use of key keywords to develop searches most
relevant to the business. POC includes a user
interface, available also on smartphones.

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE
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< Approval Workflows

=

7

» Approval workflows are essential for ) suring all components of the BC
program are reviewed and endorsfij/” relevant stakeholders during
o« W

Analysis, Implementation and Review phases.

 When cre%ng a business continuity plan, the software allows designated
users to draft the plan and submit it for approval to management for official
record keeping.

* Institutions can have the assurance that the Governance program meets:

* appropriate review and endorsement from relevant stakeholders

* required standards (owners,%?(‘l p, periodicity) 7% o

* Facilitate the collection and review of the Audit documentation, enhancing 7~~~
V. % ; %//// 0
the overall review process. 7




MARIM

Wrap Up

« Software supports BIA practice by standardizing
data collection, analyzing dependencies, and
calculating business continuity metrics.

» Offers a centralized platform for creating,
maintaining, and updating business continuity
plans.

* Enhances incidents management function, providing |

tools to respond effectively to disruptions.

» Streamlines the governance process, tracks revisions
and approvals. Facilitates collaboration among
process owners and stakeholders.

 Leveraging business continuity software,
organizations can demonstrate their compliance
with ISO 223017 requirements.

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE
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BC Al News Sourcing Tool — High Level Requirements

Which emergency
incidents and topic(s)
in Business Continuity

news and are most
relevant and do we

e
—
—
—
Business continuity

UNCOVERING NEW FRONTIERS IN RISK & RESILIENCE

'\

J

Identify key term
that needs to be
searched for

Which type of news
source would give us the
best insight on this topic?

Traditional News Sources

Internet Threads

How relevant is the
article to the keyword
we just searched? does
it discuss it or only

Is the news source
trustworthy?

Biased or unbiased?

Thread history- can this
be trusted?

How much engagement
does this forum have?

What demographic is
this thread meant for?

Is the language positive
or negative?

[
Q
c
©
>

2
7]

o
1]
£

=
=]
(%]
@
]

=

Location: Is the event in
metro DC or impacting TRE
operations?

Timeline: Is the time
horizon
immediate/current or

# of mentions of keyword

How easy is it to
summarize?
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Cutting Edge Risk Management
- Al Adoption and Digitalization of the Business
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ARMOUR UP

Empowering the Ground Crisis Response T a

Colonel (retr.) Dr David Teo
MBBS, M.MED (OM)

Regional Medical Director Asia
International SOS




Disasters, Medevac, Crisis Management

 Retired Chief Army Medical Officer, Rank of Colonel

UN Peacekeeping
« Medical Ops / Planning Officer

UNITED NATIONS HQ DEPARTMENT OF PEACEKEEPING OPERATIONS
* UN Peacekeeping Mission, MINUGUA (Guatamala)
* UN Peacekeeping Mission, East Timor

 Disaster Response (UN Disaster Assessment Team)
« UNDAC Mission to Asia Tsunami
« UNDAC Mission to Bengkulu Earthquake
« UNDAC Mission to Flood Bangladesh
« Military Experience
« Ex Chief Army Medical Officer (Colonel)
 SAF Medical Mission: Head of SAF Response Team to Taiwan 921 Earthquake
* Other SAF missions

* International SOS Response (Terrorist Attacks)

. Pakistan, India, Bangladesh, India, Indonesia | SR .
 Occupational Health Senior Consultant

INTERNATIONAL 5
SOS

* International SOS Response (Transport Incidents) . Refinery and Rigs and Factories Audit
* Mass Casualties Incident Bus Crash (Vietnam) e Trainer
« Mass Casualties Incident (Sabah Earthquake) « HAZMAT Medical Response
.+ Mass Casualties Incident (New Zealand) * CMT & IMT Medical Trainer

« MCI Medical Trainer
« COVID Information Operation Lead Asia

International SOS
WORLDWIDE REACH. HUMAN TOUCH. -

 Offshore Oil and Gas Incidents







North America: Cyclones 2015
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Quiz 1:
Typhoon

You received this report from your source.
A new Typhoon forming and heading
towards Philippines where your company
has 2 factories. Wind speed estimated 140
km per hour.

You are planning to send alert to your team
In Philippines and kicking off their BCP

What are your thoughts before hitting
the Send Button?

INTERNATIONAL
by




Agenda

« Definitions

 What and Why of Crisis Response Team

« Selection

 Preparation

WORLDWIDE REACH. HUMAN TOUCH.
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Crisis Management preparation could
either make or break your company during
expected events, such as:

. « Natural Disasters
« Man-Made Disasters
« Cybersecurity Attack

» Technological Failure >

* Financial Crisis S

INTERNATIONAL \
N y

S
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CMT vs IMT

Crisis Management Team

CMT
: H
Incident Management Team Incident Management Team
IMT IMT

WORLDWIDE REACH. HUMAN TOUCH.

CMT Crisis Management Team

Organization Management
Global or Regional or Country

Lead by Most Senior Person (Managing Director or General
Manager)

Supported by Functional Heads, Security, Medical, Media
Based on HQ

IMT Incident Management Team

IMT

Team deployed to Incident Site

Team of SME lead by a Leader

Ground Assessment and Assistance
Organization may have more than 1 trained IMT

INTERNATIONAL
by







Incidence Management Team

 Asmall team of SME send to an Incident Site to support Company CMT +/- Clients

 Group < 10 disciplined and dedicated persons
« Each oneis a SME in his/her role
« Work Independently in his/her assigned role
 Work as a Team when functioning together
« Number of individual functions depend on mission and area of operations

1 Operations Coordinate of all ground support, requests and reports, call &
task logs, comms with CMT / Stakeholders

2 Logistic Arrangement of ground logistic, accommodation, transport,
water and food, finance, flights

3 Security Security Tasks on the ground; assessment and analysis of
security threats; mitigation measures

4 Comms Setting up Comms between site HQ and IMT members going
out and with CMT. Especially in remote settings where
Infrastructure has broken down

5 Medical Medical Tasks on the ground; health risk and health needs on
the ground, including medical facilities assessment
6 Others HR, Finance

WORLDWIDE REACH. HUMAN TOUCH.




Role of IMT /A)\

Gather Information mi]

Country / Area Infrastructures

Damage Assessment
(Infrastructures +/- Company Assets)

Transportation Structures
Food and Water Supply
Accommodations

Medical Facilities

Security Situation

Casualties
Company Premises & Damages

Company Employees

WORLDWIDE REACH. HUMAN TOUCH.




IMT Preparation

Disaster
Training

Type Disasters
Risks &
Hazards
Stakeholders
Reports

Travel

Rapid
Assessment

WORLDWIDE REACH. HUMAN TOUCH.

Equipping

Comms
Work Vest
Cold Jacket
Boots
Medical Kit
MRE
Survival Kit

HR Support

Insurance
Allowance
Will Prep

Family Support

IMT

Preparation

]
]
]
]
]
]
]
L d
1
1
1
1
1
1

Info Support

Up to Date
Accurate
Relevant
Timely

Medical
Support

Medical Fithess
Mental Fithess
Physical
Fithess
Vaccination

Security
Safety

Security Mind
Culture and
Tradition
Crime

Road Blocks
Unrest

Logistic
Support

Visas

Transport
Accom
Water
\WEETS
Power
Cash

INTERNATIONAL
by



Medical Preparation

Vaccinations Childhood Vaccinations BCG, Diphtheria, Measles, Mumps, Rubella
Polio, Tetanus

Additional Vaccinations Hepatitis A, Hepatitis B, Typhoid Fever
Typhoid Fever or Booster; Tetanus booster
Rabies **, Yellow Fever **, Meningococcal **

EKG

Chemo Malaria Malarone, Doxycycline, Mefloquine 66 som
Prophylaxis

Ticks Doxycycline @

Medical Medical Fitness e

' : - %
(creEning Physical & Mobility _ _ - ’-- 60
Fitness Fitness to Travel and Fitness to Participate

Mental Fithess
RESP

Veelle= I BSTIE First Responder Training | First Aid, CPR, AED, IV Lines and OTC and 38 rem
common Antibiotics

Medical Kit

INTERNATIONAL
)

WORLDWIDE REACH. HUMAN TOUCH.




Selection of IMT Members

Subject Matter Expert

Medical (Medical & Mental) Fitness

Physical Fitness

—J N

HR Screen (Financial, Family, Personality)
\ J
( )
Languages
Military or Police or NGO experience
\ J

Completed Training (IMT, First Aid)

WORLDWIDE REACH. HUMAN TOUCH.




Stake Holders

National Authorities internal External

Regional Countries
United Nations Agencies

Individual Volunteers
National Companies

International NGOs
Internal Interest Groups .

International Search Rescue
Internal NGOs

Police Individual VVolunteers

Affected Population _ _
Fire Services International Media

Search & Rescue

Military Your Organisation Organisation Assistance
Health

Government Ministries
National Media

National Employees

International Assignees

International Visitors « Partner Assistance
Subcontractors Companies
Employees Families * International SOS
Company Assets

ERT & IMT

WORLDWIDE REACH. HUMAN TOUCH.




Risk / Hazard ,?57 _.

OS‘

bo— f »
~ ‘

Risk / Hazards Training f

« Awareness ¢ Assessment ¢ Primary and Secondary

Primary Secondary
Floods Drowning Diseases
Destruction Property Animal bites (rats, snakes)
Destruction Transportation Injuries (walking in flooded water)
Earthquake Crushed Injuries Diseases
Destruction Infrastructures Tsunami

Destruction Transportation Collapsed Dams and Bridges
Aftershocks Risks
Crimes
Unrests, Riots, Looting

Terrorlsts Casualties = UCINENTS
Hostages Psychological Impact
Destruction of Property Cramp down Travel

WORLDWIDE REACH. HUMAN TOUCH.



Quiz 2:
Floods

You are leading a Team towards
Company Asset for Assessment.
Area is flooded and so is the road

Do you proceed?

INTERNATIONAL
by




Quiz 3: Volcanoes

* What is the safety distance for Volcano A?

* Which is more dangerous A or B?

INTERNATIONAL
by

WORLDWIDE REACH. HUMAN TOUCH.
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isasters

Type of D

:

INTERNATIONAL

-

>

SOS

WORLDWIDE REACH. HUMAN TOUCH.
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Natural Disasters vs Man-Made Disasters mTERNAn%

Natural Disasters Man-Made Disasters

Earthquakes Transport Accident
Volcanic Eruption Industrial Accident
Tsunami Infrastructure failure / collapse
Typhoons / Cyclones T\ Terrorist Attack
Tornados | Civil Unrest
 Floods |
£ ”: 3/3‘;*; (r //’) A
= / \ \%“37*;";’,; f‘:/ : fi _'

WORLDWIDE REACH. HUMAN TOUCH. il 4 ~ A :
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Disaster: Simple vs Complex

« Simple
« Natural Disaster or Man-Made Accidents
* There Is no security element at play

« Complex
 Natural Disaster or Man-Made Accidents

* Plus Security Risks to Emergency Aid Workers and
Casualties and Survivors

« Earthquake in Syria, Afghanistan
* Cyclone hitting Myanmar

WORLDWIDE REACH. HUMAN TOUCH.




Disaster: Compensated vs Uncompensated

« Compensated
 Infrastructures is intact or not impacted
« The country could rely on organic infrastructures
« External Help may not be needed (in general except for specialized unit e.g. SAR)

« Uncompensated
 Infrastructures is damaged and cannot support the affected population or rescue work
« External help needed (National and International)
« Typically, a developing country e.g. Bangladesh or Sri Lanka

WORLDWIDE REACH. HUMAN TOUCH.




for IMT

Security Safety Skills

8 Health

oy iy )
A ) 4
@ ! A \
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' Insurance
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i Environment

s | = NN /8 L ogistics

Data
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Security, Safety, Skills

) b %

SECURITY SAFETY SKILLS

(Information & Changes) (Information & Changes) (Well Trained)

o
N

o | | INTERNATIONAL
WORLDWIDE hEACH. HUMAN TOUCH. : -
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A Vaccinations

Chemo Prophylaxis

Medical Screening

Medical Skills

Medical Assistance
when IMT Deployed

Long Term Support

Childhood Vaccinations

Additional Vaccinations

Malaria
S

Medical Fithess

Physical & Mobility Fithess
Mental Fithess

First Responder Training

Medical Kit

Telemedicine

Medical Updates

Medevac
Psychological Support

Injuries and Iliness during mission

WORLDWIDE REACH. HUMAN TOUCH.

BCG, Diphtheria, Measles, Mumps, Rubella
Polio, Tetanus

Hepatitis A, Hepatitis B, Typhoid Fever
Typhoid Fever or Booster; Tetanus booster
Rabies **, Yellow Fever **, Meningococcal **

Malarone, Doxycycline, Mefloquine

Doxycycline

Fitness to Travel and Fitness to Participate

First Aid, CPR, AED, IV Lines and OTC and common Antibiotics

Access to Doctors Advice

Latest change in Medical Situations on ground. Medical Facilities on
sites, infectious diseases,

Domestic and International Medevac
Pre, During Mission and Post Mission Psychological Support

Long Term Support

INTERNATIONAL




Insurance | . .

‘v_A_.h———h_

o ¢ ) AN (5
« Hospitalization Insurance

INSURANGE

« Evacuation Insurance

- Repatriation Insurance

« Disability

 Death Compensation

* Medical Benefits need to include Mental Health

* Any declination by Insurance needs to be

supported by Company

WORLDWIDE REACH. HUMAN TOUCH.




Environment

 Environment (Physical)

« Geography

 Weather

« Towns and Transportation

« Water and Hygiene Standards

 Environment (People)

« Race and Religion
« Culture
 Language
 Food

WORLDWIDE REACH. HUMAN TOUCH.
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« Transportation (Ground Transfer)

* Need for 4-wheel drive
* Need for fogging water obstacles
« Local Drivers (Self Drive — Last Option)

 Transportation (Domestic Transfer) ,
. . : P‘ :’7..T N ',:" g o N \ S \ "'
« Air vs Rail vs Water vs Road i T L R Ay »‘SQ“ 5

2 —
— ‘0

« Accommodation

EA , READY- EA INDIV DY

- ONIJTROURN ““-‘ = RHEN Fl0ze
s A -4 5 N

« Water and Food

e« Communications

« Local Agent & Language Support

WORLDWIDE REACH. HUMAN TOUCH.




Data / Information

* Information Feeding to the IMT
« Raw Information
« Analyzed Information

« What Information to IMT

« Changes in Security Information
« Changes in Weather

« Changes in Health Information

« Changes in Political Information
« Updates on Infrastructure

e Access to Tele-Medical Assistance

WORLDWIDE REACH. HUMAN TOUCH.




Quiz 4:
Earthquakes

A% \
il o\ \
R\ w
nE Vi

e

i
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2 W

1. Earthquake A (Richter Scale of 5) and
Earthquake B (Richter Scale of 6). What
IS the difference in Intensity between
Earthquake A and Earthquake B?
a) 2times
b) 4 times
c) b5times
d) 10 times

a
%
.

2. If you can choose to be facing a
disasters, which of the following would
be your preference
a) Earthquake
b) Typhoon
c) Tsunami
d) Volcano

e) Floods /\
INTERNATIONAL




Post Mission Management ,NTERNAT.CD
SOS

 Medical Injuries + Mental Health
* Reports

 Media

« Social Media

« Family

 Recognition

WORLDWIDE REACH. HUMAN TOUCH.




This is Not a Quiz: Terrorist Attack

Do you have Crisis Ground Team
Responding to Terrorist Attack?

INTERNATIONAL
by

WORLDWIDE REACH. HUMAN TOUCH.




THANK YOU

INTERNATIONAL
by

WORLDWIDE REACH. HUMAN TOUCH.
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